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ABSTRACT 

In South Africa, the healthcare sector experiences significant challenges in data management, such as data silos, 
interoperability issues, and concerns over data security and privacy. These inadequacies impede effective care 
delivery and erode patient trust. Despite advancements in healthcare technology, the risk of data breaches and 
compromised patient data remains a pressing concern. Blockchain technology has emerged as a promising solution 
to address these challenges by providing a decentralized, secure, and transparent platform for managing healthcare 
data. This study aims to investigate the potential of blockchain technology to enhance healthcare data management 
at a hospital in Tshwane, South Africa. The focus is on improving security, transparency, and efficiency in data 
management. A qualitative research methodology was employed, involving surveys of healthcare professionals. 
The qualitative questions were presented through a tool on Likert scale and statistical methods were used for data 
analysis. The surveys assessed current data management issues, explored blockchain's potential benefits, and 
identified key system requirements. The results highlighted data security, system inefficiencies, and interoperability 
as the most pressing challenges. Blockchain's ability to enhance data security and management efficiency was highly 
valued. Essential features for blockchain implementation included data integrity, secure data sharing, regulatory 
compliance, and ease of integration with existing systems. The study concludes that blockchain technology could 
significantly improve healthcare data management by addressing security and interoperability issues. However, 
challenges such as system integration and implementation costs should be addressed. Recommendations for 
healthcare organizations include prioritizing data security, simplifying technology complexity, and nurturing 
transparency through blockchain adoption. Blockchain can enhance patient trust and improve the efficiency of 
healthcare services by addressing these challenges. 
 
Keywords: Blockchain Technology, Data Transparency, Decentralized Systems, Healthcare Data Security, 
Healthcare Management, Interoperability. 

INTRODUCTION 

The healthcare sector of South Africa faces significant challenges in data management, which include data 
silos, interoperability gaps, and concerns over data security and privacy. These inefficiencies impede the effective 
delivery of healthcare services and jeopardize patient trust and data integrity. Ahanger et al. (2024) decry the ruined 
condition of healthcare data storage systems that aggravates these issues. It creates barriers to seamless data sharing 
and increases the risk of errors in patient care. Furthermore, Ewoh and Vartiainen (2024) accentuate that medical 
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records, due to their sensitive content, are particularly vulnerable to cyberattacks. This could lead to unauthorised 
access and misuse of patient data. 

The arrival of blockchain technology seems to present optimism towards addressing these challenges by 
offering a decentralized, secure, and transparent platform for healthcare data management (Abraha, 2025). 
Blockchain technologies were initially developed to support cryptocurrencies. However, blockchain applications 
have expanded into various sectors, including healthcare. Its decentralized nature ensures that no single entity has 
control over all the data, and therefore enhances both security and transparency (Ahmed, 2025). Blockchain’s 
ability to securely share data, maintain data integrity, and protect patient privacy makes it a valuable tool in 
addressing the current inefficiencies and trust issues within healthcare data management. 

A significant problem in healthcare data management is the presence of data silos, where patient information 
is stored in separate systems. This makes it difficult for healthcare providers to access and share crucial data (Eun-
Mee, 2025). According to Torab-Miandoab et al. (2023), this division results in a lack of interoperability, 
complicating care coordination and increasing the likelihood of errors. Additionally, the centralized nature of 
traditional data storage systems poses a significant risk of single points of failure. This, coincidentally, can be 
mitigated by blockchain's decentralized architecture (Borycki & Kushniruk, 2022). 

Data security and privacy concerns are also paramount in the healthcare sector. Medical records are highly 
sought after by cyber attackers due to their sensitive nature. Unauthorised breaches can lead to the misuse of 
patient information, further eroding trust in the healthcare system (Alhasan, 2025). Blockchain technology, with 
its distributed ledger system, offers a robust solution to these challenges. According to Karthikeyan et al. (2025), 
blockchain cryptographic methods play a crucial role in ensuring data integrity and immutability, thereby preserving 
the accuracy of medical records. 

Moreover, blockchain’s transparency enhances trust among stakeholders by providing a clear audit trail of all 
transactions, accessible to authorized participants. This level of transparency is particularly beneficial in healthcare, 
where trust in the accuracy and security of information is critical (Oriekhoe et al., 2024). However, despite the 
growing interest in blockchain technology, its application in healthcare data management, particularly in the South 
African context, remains underexplored. This research seeks to address this gap by evaluating the potential of 
blockchain technology to enhance healthcare data security and transparency at a hospital in Tshwane, South Africa. 

In the digital age, healthcare data management faces major challenges, including data silos, interoperability 
issues, and heightened security and privacy concerns (Saberi et al., 2025). These problems lead to inefficiencies in 
care delivery and threaten patient trust. According to Ahanger et al. (2024), the fragmented nature of data storage 
systems exacerbates these issues, increasing error risks and hindering seamless data sharing. Blockchain technology, 
initially developed for cryptocurrencies, offers a promising solution by providing a decentralized, secure, and 
transparent platform for managing healthcare data (Attaran et al., 2022). Its ability to prevent single points of failure, 
ensure data integrity through cryptographic methods, and maintain a clear audit trail enhances both security and 
transparency (Gao et al., 2025). Although blockchain’s potential in healthcare, especially in regions such as 
Tshwane, South Africa, is still being explored. It presents a valuable tool for addressing current data management 
inefficiencies and improving trust in the healthcare system (Duan & Zhu, 2024). 

The purpose of this study was to address the inefficiencies, inequalities, and trust challenges in implementing 
blockchain technology for secure and transparent healthcare data management. The objectives were: to identify 
and assess existing challenges and inefficiencies in healthcare data management (such as data silos, lack of 
interoperability, and issues with data security and privacy); to evaluate the potential of blockchain technology to 
address these challenges and improve the security, transparency, and efficiency of healthcare data management and 
to identify the key features and requirements of a blockchain-based healthcare data management system that can 
ensure data integrity, patient privacy, and secure data sharing among stakeholders. 

A Global Perspective of Challenges in Healthcare Data Management 

Healthcare data management is critical to the effective functioning of healthcare systems, yet it is often 
hindered by inefficiencies, data silos, and security concerns, especially in developing countries. These challenges 
result in fragmented care, compromised patient safety, and a lack of trust in the system (Asamani et al., 2021, Love-
Koh et al., 2020). While developed nations, such as the United States and countries in Europe, have made progress 
in addressing these issues through advanced technologies (Pandey et al., 2022), Gwala and Mashau (2024) complain 
that many regions, particularly Sub-Saharan Africa and parts of North Africa, continue to struggle with data 
breaches, privacy issues, and poor interoperability. Gesicho et al. (2020) illustrates the ongoing challenges in East 
African countries such as Kenya and Tanzania, where healthcare data systems continue to suffer from fragmented 
infrastructure and limited progress in digitalization efforts. 

Blockchain technology offers a promising solution to these challenges by providing a secure, transparent, and 
decentralized method for managing healthcare data. Its ability to enhance data integrity, ensure patient privacy, and 
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improve system interoperability makes it an attractive option for healthcare systems, particularly in resource-limited 
settings (Saberi et al., 2025). 

 

Challenges in Healthcare Data Management 

The current landscape of healthcare data management is marked by significant challenges that impede the 
efficient delivery of healthcare services. Data silos, which occur when information is isolated within different 
departments or systems, present a major barrier to effective care coordination (Raghupathi & Raghupathi, 2014). 
According to Sowada (2025), the lack of interoperability between different Electronic Health Record (EHR) 
systems exacerbates this issue, leading to fragmented patient care and increased risk of medical errors. In 
developing countries, these challenges are particularly pronounced due to limited resources and inadequate 
healthcare infrastructure (Mabina et al., 2025). Data security and privacy concerns are also prevalent, with many 
healthcare systems lacking robust mechanisms to protect sensitive patient information from breaches and 
unauthorized access (Manikandan et al., 2025). These issues compromise the integrity of healthcare data and also 
erode the trust that patients place in the healthcare system. 

 

Inequities and Trust Issues in Healthcare Data Management 

Inequalities in healthcare data management are closely linked to disparities in resource allocation and access to 
healthcare services. According to Mbunge et al. (2022), in regions where healthcare systems are under-resourced, 
patients often face significant barriers to receiving quality care, partly due to the inefficiencies in data management 
systems. These inequities are further exacerbated by the lack of transparency in data handling practices, which can 
lead to mistrust between patients and healthcare providers (Prasai et al., 2025). 

In developed countries, efforts to improve healthcare data management through advanced technologies have 
helped to mitigate some of these concerns (Pandey et al., 2022). For instance, the implementation of secure EHR 
systems with enhanced interoperability has improved the accuracy and accessibility of patient information, thereby 
increasing patient trust in the healthcare system. However, even in these contexts, challenges related to data security 
and privacy persist, highlighting the need for more effective solutions. 

Blockchain Technology as a Solution  

Blockchain technology offers a promising solution to the challenges experienced in healthcare data 
management. Islam and Apu (2024) explain that by providing a decentralized and immutable ledger, blockchain 
can significantly enhance the security and transparency of healthcare data. According to Roopesh (2024), 
blockchain technology ensures that all transactions are recorded in a transparent and tamper-proof manner, 
reducing the risk of data breaches and unauthorised access. Moreover, blockchain can address the issue of data 
silos by enabling seamless data sharing across different healthcare providers. This interoperability can improve the 
coordination of care and reduce the likelihood of medical errors, thereby enhancing the overall efficiency of 
healthcare systems (Elsangidy et al., 2025). Additionally, Adeghe et al. (2024) point out that blockchain's ability to 
secure patient data while maintaining privacy is crucial for building trust among stakeholders in the healthcare 
system. 

Key features of Blockchain-based Healthcare Data Management systems 

For blockchain technology to be effectively implemented in healthcare, it must incorporate key features that 
ensure data integrity, patient privacy, and secure data sharing. According to Mohanty et al. (2025), robust encryption 
protocols, smart contracts, and permissioned access are essential components of a blockchain-based healthcare 
data management system. These features protect sensitive patient information and ensure that only authorized 
individuals can access specific data, thereby maintaining patient confidentiality (Thakur et al., 2025). In addition to 
these technical features, the successful implementation of blockchain in healthcare requires a supportive regulatory 
framework. Clear guidelines on data ownership, consent, and compliance are necessary to ensure that blockchain 
solutions align with legal and ethical standards (Verma & Yadav, 2025). This is particularly important in developing 
countries, where healthcare systems may be less equipped to handle the complexities of blockchain technology. 

Novelty of this Paper 

This study is novel as it applies blockchain technology to address specific challenges in healthcare data 
management within a localized South African context (Hamunakwadi et al., 2025). Blockchain's decentralized and 
immutable architecture offers transformative solutions to critical issues such as data security, patient privacy, and 
operational transparency. According to Thriveni et al. (2025), these are particularly pressing in regions with 
fragmented healthcare systems. The study leverages blockchain's ability to provide secure, tamper-proof records 
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to enhance trust between patients and providers while empowering patients with control over their health data. 
Furthermore, incorporating blockchain in supply chain management can ensure traceability and authenticity of 
medical products, addressing fraud and inefficiencies. In Chakraborty et al.’s (2025) viewpoint, this localized 
application could contribute to global discussions on blockchain's potential in healthcare while emphasizing its 
adaptability to unique challenges experienced by hospitals in developing nations. 

MATERIALS AND METHODS 

Study Design: This was qualitative research to investigate how blockchain technology can enhance healthcare 
data management by addressing inefficiencies, inequalities, and trust challenges. Data were collected through a 
structured survey administered via a Google Form, targeting healthcare professionals at a hospital in Tshwane, 
South Africa. This approach helps determine how blockchain technology can be leveraged to significantly improve 

healthcare data management systems (Al‐Khasawneh et al., 2024). 
Population: The target population consisted of healthcare professionals working at a hospital in Tshwane, South 

Africa. They included individuals from various departments such as administration, clinical care, IT/Health 
Informatics, and research. 

Sample Size: A small sample is required for qualitative studies, and if saturation is used, the sample size could 
be anything between three and six (Braun & Clarke, 2021). However, the guideline was reached when face-to-face 
interviews were used. In this study, Google Forms was the approach and n = 32 sample size was used. This was 
because the qualitative questions were addressed in a Likert scale form and therefore made closed ended. 

Reliability, Validity, and Objectivity: This study ensured reliability and validity through a structured data collection 
process complemented by meticulous documentation. Purposive sampling enabled to capture a diverse range of 
perspectives. A critical reader checked the accuracy of participant responses. Objectivity was upheld by practicing 
reflexivity, documented potential biases, and maintained transparent reporting throughout the research process. 

Ethical considerations: The ethical protocols of the hospital were observed, which include privacy, confidentiality 
and honesty. 

Analysis: The following results were obtained from the individuals, who participated in the study in which n = 
32 participants were involved. The next demographic visual display indicates the different occupations of these 
participants. 
 
Table/Figure Combo 1. Occupations of participants. 

Table 1. Occupations of participants (in number) 
 

Occupation  Frequency Percentage 

Doctor 5 15.6 

Nurse 4 12.5 

Administrator 3 9.4 

IT/Health 
Informatics 
Specialist 

10 31.3 

Researcher 3 9.4 

Other 7 21.9 
  

Figure 1. Occupations of participants (in percentages). 

 
The display shows that IT/Health Informatics Specialists are the most common at 31.3%, followed by "Other" 

at 21.9%. Doctors (15.6%) and nurses (12.5%) were not highly prevalent. Administrators (9.4%) and researchers 
(9.4%) were fewest. The graph visually represents these percentages, likely as a bar or pie chart, allowing for an 
immediate understanding of the distribution. This dual presentation enables readers to quickly grasp both the 
specific numbers and relative proportions of each occupation, offering a clear overview of participant 
demographics (Bozkurt & Gursoy, 2025). The next display gives divisions in which the participants were deployed. 
 
Table/Figure Combo 2. Departments of participants. 
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Table 2. Departments of participants. 

Department Frequency Percentage 

Emergency 2 6.3 

Outpatient 6 18.8 

Inpatient 6 18.8 

Administration 4 12.5 

IT/Health 
Informatics 
Specialist 

8 25 

Researcher 3 9.4 

Other 3 9.4 
  

Figure 2. Departments of participants (in percentages). 

 
The data presented above provide insights into the distribution of participants across different departments. 

The IT/Health Informatics Specialist department has the highest representation, with 8 (25%) participants of the 
total. The Outpatient and Inpatient departments each have 6 (18.8%) participants. Administration and Other 
departments each have smaller representations, with 4 (12.5%) and 3 (9.4%) participants respectively. The 
Emergency department has the least representation with only 2 (6.3%). Researchers also account for 3 (9.4%) 
participants. The distribution highlights a strong presence of IT and health informatics specialists among the 
participants. This aligns with Alhur and Aldosari (2024) who consider IT and health informatics as vital 
components when blockchain is implemented. The next visual display shows the level of participants’ familiarity 
with blockchain. 
 
Table/Figure Combo 3. Participants’ familiarity with blockchain. 

Table 3. Blockchain familiarity (in number) 
 

Familiarity 
level 

Frequency Percentage 

Very familiar 5 15.7 

Somewhat 
familiar 

4 12.5 

Not familiar 3 9.4 
 

 
Figure 3. Blockchain familiarity (in percentages) 

 
This display provides insights into the level of familiarity with blockchain technology among the respondents. 

It expresses that out of the total 32 respondents, 5 (15.7%) are very familiar with blockchain, 4 (12.5%) are 
somewhat familiar, and 3 (9.4%) are not familiar. This suggests that a significant portion of the respondents have 
some level of familiarity with blockchain, with the majority being either very or somewhat familiar. However, there 
is no information on the remaining respondents to offer a more comprehensive understanding of the overall 
familiarity levels. Nonetheless, the data indicates that blockchain awareness is present, albeit with varying degrees 
of familiarity among the respondents. The next visual display explains the benefits of blockchain in healthcare 
management. The question posed was, “Did you think blockchain technology could be beneficial for healthcare 
data management?”  
 
Table/Figure Combo 4.  Awareness of benefits of blockchain in healthcare management 

Table 4. Awareness of blockchain benefits in 
healthcare. 

Benefits 
awareness 

Frequency Percentage 

Yes 24 75 

No  8 25 

Not sure 0 0 
 

 
Figure 4. Awareness of blockchain benefits (in percentages) 

 
These displays highlight the awareness of blockchain benefits in healthcare among respondents. According to 

Table 4, 75% of participants (24 individuals) were aware of the benefits of blockchain technology in healthcare, 
while 25% (8 individuals) were not aware, and none expressed uncertainty. Figure 4 visually reinforces this 
distribution, showing that three-quarters of respondents recognize blockchain's advantages, such as improved data 

75%

25%

0%

Yes No Not sure
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security, enhanced communication, and streamlined processes. These results emphasize a significant level of 
awareness among respondents, suggesting potential receptivity to blockchain adoption in healthcare systems. The 
next visual display explains challenges in healthcare management. The question was, “What were the main 
challenges in the current in healthcare data management system?”  
 
Table/Figure Combo 5. Challenges in healthcare management. 

Table 5. Healthcare challenges 

Challenges Frequency Percentage 

Data silos 6 18.8 

Lack of 
interoperability 

6 
18.8 

Data security issues 8 25 

Privacy concerns 5 15.6 

Inefficiencies in data 
handling 

7 21.9 
 

 
Figure 5. Healthcare challenges (in percentages) 

 
Table 5 highlights key challenges in healthcare data management, emphasizing issues such as data security 

(25%), inefficiencies in data handling (21.9%), and data silos and lack of interoperability (each at 18.8%). These 
challenges stem from fragmented systems, inadequate integration, and the exponential growth of healthcare data, 
which complicates seamless information exchange and decision-making (Almadani et al., 2025; Awrahman et al., 
2022; Sagili, 2024). Privacy concerns (15.6%) further exacerbate the situation, as sensitive health information 
should be protected from breaches while ensuring accessibility for care providers (Goyal & Malviya, 2023). Margam 
(2023) explains that addressing these challenges requires robust solutions such as improved interoperability 
standards, advanced analytics, and secure data-sharing platforms to enhance efficiency and patient outcomes. The 
next visual identifies those considered by the participants as the most critical challenges in healthcare management. 
The question was, “Which of these do you regards as the most critical of the challenges in the current in healthcare 
data management system?”  
 
Table/Figure Combo 6. Most critical challenges in healthcare management. 

Table 6. Healthcare challenges. 
Most critical 
challenges 

Frequency Percentage 

Data security  5 15.7 

Data privacy 4 12.5 

System 
inefficiencies  

3 9.4 

Interoperability 
issues 

10 31.3 
 

 
Figure 6. Most critical challenges (in percentages). 

 
The critical challenges in healthcare systems, as highlighted in the above display, emphasize interoperability 

issues as the most significant concern, accounting for 31.3% of the identified challenges. According to Jain et al. 
(2025), this reflects the difficulty in achieving seamless data exchange across different healthcare systems. This can 
also delay patient care and inflate costs (Bayya, 2025). Figure 6 also shows that data security (15.7%) and data 
privacy (12.5%) follow as major concerns. These emphasize the risks of unauthorized access and breaches in 
sensitive patient information (Snigdha et al., 2025), especially with the growing reliance on digital health 
technologies. System inefficiencies are also notable at 9.4%, pointing to operational hurdles that can delay or 
complicate healthcare delivery. These challenges collectively highlight the pressing need for robust solutions to 
ensure secure, efficient, and interoperable healthcare systems. The next visual deals with benefits considered to be 
most appealing in blockchain. The question was, “What potential benefits of blockchain technology in healthcare 
data management are most appealing to you?”  
 
Table/Figure Combo 7. Most appealing potential benefits of blockchain. 

21.90%
15.60%

25%
18.80%
18.80%

0.00% 10.00% 20.00% 30.00%

Inefficiencies in data…
Privacy concerns

Data security issues
Lack of interoperability

Data silos

31.30%

9.40%

12.50%

15.70%

0.00% 10.00% 20.00% 30.00% 40.00%

Interoperability issues

System inefficiencies

Data privacy

Data security



 Journal of Cultural Analysis and Social Change, 10(3), 2074-
2086                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             

2080  © 2025 by Author/s 

Table 7: Most appealing potential blockchain benefit 

Benefits Frequency Percentage 

Enhanced data 
security  

10 31.3 

Improved 
transparency 

5 15.7 

Improved data 
management 
efficiency  

11 34.4 

Secure data 
sharing 

6 18.8 
 

 
Figure 7. Most appealing potential blockchain benefits (in 
percentages). 

 
The data presented in Table 7/Figure 7 highlights some appealing potential benefits of blockchain technology. 

Among the surveyed respondents, improved data management efficiency was the most frequently cited benefit, 
with 11 mentions, accounting for 34.4% of the responses. Enhanced data security was the second most popular 
benefit, noted by 10 respondents, which equates to 31.3%. Other notable benefits included secure data 
sharing (18.8%) and improved transparency (15.7%). These figures confirm that the primary appeal of blockchain 
lies in its ability to streamline data management processes and enhance security (Kukman & Gričar, 2025). Patil et 
al. (2025) concur that these are necessary for organizations that seek to leverage blockchain technology effectively. 
The next visual presented concerns regarding implementation of blockchain technology. The question was, “What 
concerns do you have regarding implementation of blockchain technology?”  
 
Table/Figure Combo 8. Concerns regarding blockchain technology. 

Table 8. Concerns regarding implementing blockchain 
technology 

Concerns Frequency Percentage 

Cost of Implementation 8 25 

Complexity of the 
Technology 

10 31.3 

Integration with existing 
systems 

9 28.1 

Data Privacy Issues 4 12.5 

Other  1 3.1 
 

 
Figure 8. Concerns regarding implementing blockchain 
technology (in percentages). 

 
The implementation of blockchain technology raises several concerns, as highlighted in Table 8/Figure 8. The 

most significant concern is the complexity of the technology, with 10 (31.3%) of respondents citing this as a major 
issue. Integration with existing systems is another significant challenge, affecting 9 (28.1%) of respondents. The 
cost of implementation is also a considerable concern, affecting 8 (25%) of respondents. Data privacy issues are a 
concern for 12.5% of respondents, while other miscellaneous concerns account for one (3.1%). These findings 
suggest that while blockchain offers promising solutions (Khawaldeh et al., 2025). However, Al Senani and 
Masengu (2025) as well as Alabdali et al. (2025) point out that blockchain adoption is impeded by technological, 
financial, and systemic barriers that need to be addressed for successful integration. The next visual explain features 
perceived to be essential for blockchain-based data management system. The question was, “Which features do 
you think are essential for blockchain-based data management system?”  
 
Table/Figure Combo 9. Features perceived to be essential for blockchain system. 

18.80%

34.40%

15.70%

31.30%

0.00% 10.00% 20.00% 30.00% 40.00%

Secure data sharing

Improved data
management efficiency

Improved transparency

Enhanced data security

3.10%

12.50%

28.10%

31.30%

25%

0.00% 10.00%20.00%30.00%40.00%

Other

Data Privacy Issues

Integration with existing…

Complexity of the…

Cost of Implementation
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Table 9: Features perceived essential for blockchain 
system 

Concerns Frequency Percentage 

Data Integrity  9 28.1 

Secure data sharing 5 15.7 

Easy integration with 
current systems 

6 18.8 

User-Friendly interface 6 18.8 

Compliance with data 
protection regulations 

6 18.8 
 

 
Figure 9. Features perceived essential for blockchain 
system (in percentages). 

 
Table 9/Figure 9 highlights the essential features perceived necessary for a blockchain system. The most critical 

feature is Data Integrity, with 9 (28.1%) of respondents identifying it as crucial. This is an emphasis on the 
importance of maintaining accurate and reliable data within blockchain networks (Ahmed, 2025). Other significant 
features include Compliance with data protection regulations, Easy integration with current systems, and User-Friendly interface, 
each noted by 6 (18.8%) of respondents. Secure data sharing is also important, though less emphasized, with 5 
(15.7%) of the responses. These findings suggest that security and compliance are vital (Song et al., 2025). On the 
other hand, Almutairi (2025) argue that usability and integration are equally important for the successful 
implementation of blockchain systems. The next visual explains perceived importance of data security. The 
question was, “How important is it to ensure data integrity in your data management system?”  
 
Table/Figure Combo 10. Perceived importance of data security 

Table 10. Perceived importance of data security 

Perceived 
importance level 

Frequency Percentage 

Very important 22 68.8% 

Important 8 25% 

Somewhat important 2 6.3% 

Not important  0 0% 
 

 
Figure 10. Perceived importance of data security (in 
percentages). 

 
Table 10/Figure 10 features the perceived importance of data security among respondents. A significant 

majority of respondents, 22 (68.8%), consider data security to be "very important," while 8 (25%) view it as 
"important." A small minority, 2 (6.3%), perceive it as "somewhat important," and none of the respondents 
consider data security "not important." This indicates a strong consensus on the critical role of data security, with 
nearly all respondents acknowledging its significance. The visual representation in Figure 10 likely reinforces this 
trend, showing a clear dominance of the "very important" category. These underscore the widespread recognition 
of data security as a crucial concern (Akinade et al., 2025). The next visual presents perceived importance of secure 
data sharing. The question was, “How important is it to ensure secure data sharing in your data management 
system?”  
 
Table/Figure Combo 11: Features perceived to be essential for blockchain system. 

Table 11. Features perceived essential for blockchain 
system 

Perceived 
importance level 

Frequency Percentage 

Very important 22 68.8% 

Important 10 31.3% 

Somewhat important 0 0% 

Not important  0 0% 
 

 
Figure 11. Features perceived essential for blockchain 
system (in percentages). 

 
Table 11/Figure 11 highlights the perceived importance of features in a blockchain system. Most of 

respondents, 22 (68.8%), consider certain features to be "very important," while 25% view them as "important." 
No one perceives these features as "somewhat important." Notably, no respondents found these features to be 
"not important." This is a robust consensus on the essentiality of these features for a blockchain system. This 
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suggests that they are crucial for its functionality and adoption (Sulaeman, 2025). The visual representation in 
Figure 11 reinforces this by showing the distribution of perceived importance levels. Dubey et al. (2025) agree that 
these provide a clear overview of the level at which these features are valued. 

RESULTS 

The first objective was to assess the challenges and inefficiencies in healthcare data management (e.g. data 
silos, lack of interoperability, and issues with data security and privacy). The main challenges in the healthcare data 
management system were Data Security (n=8, 25%) and Inefficiencies in Data Handling (n=7, 21.9%). This was 
the most pressing challenge. These were followed by Data Silos (n=7, 21.9%), Lack of Interoperability (n=6, 
18.8%)) and Privacy (n=5, 15.6%) was the least. 

The challenges found to be most critical were Data Security (n=10, 31.2%); Data Privacy (n=9, 28.1%); System 
Inefficiencies (n=7, 21.9%), and Interoperability (n=6, 18.8%). 

The highest priority concerns (top 70%) were Complexity of the Technology (n=10, 31.2%), Integration with Existing 
(n=9, 28.1%), and Cost of Implication (n=8, 25%).  

The second objective was to evaluate the potential of blockchain technology to address these challenges and 
improve the security, transparency, and efficiency of healthcare data management. The leading need was Better Data 
Management Efficiency (n=11, 34.4%) and Enhanced Data Security (n=10, 31.2%). These priorities indicate that the 
primary focus is on streamlining operations and ensuring data protection. Moderate priority areas are Secure Data 
Sharing (n= 6, 18.8%) and Improved Transparency (n=5, 15.6%).  

The third objective was to identify the key features and requirements of a blockchain-based healthcare data 
management system that can ensure data integrity, patient privacy, and secure data sharing among stakeholders. 
These were Data Integrity (n=9, 28.1%), Easy Integration with Current Systems (n=6), User Friendly Interface (n=6, 18.8%) 
and Secure Data Sharing (n=5, 15.6%). 

DISCUSSION 

Objective 1: To assess the current challenges and inefficiencies in healthcare data management. 
The most frequently cited challenges: data security issues (8 mentions), inefficiencies in data handling (7 

mentions), and a lack of interoperability (6 mentions). Several researchers (Farayola et al., 2024; Samira et al., 2024) 
concur as there can be reputation tempered with, improper use of sensitive information, stolen ownership, lack of 
privacy, and so on. 

Critical challenges focus primarily on data security (10 mentions) and data privacy (9). System inefficiencies (7 
mentions) and interoperability issues (6) also remain prominent obstacles. Farayola et al. (2024) emphasize security 
and privacy as core to the use of technology.  

Concerns are the complexity of technology (10 mentions), integration with existing systems (9), and high cost 
of implementation (8). Zhao et al. (2024) explains that when easing items are introduced, new challenges emerge. 
Objective 2: To evaluate the potential of blockchain technology to address these challenges and improve the 
security, transparency, and efficiency of healthcare data management. 

• Organisations seem to prioritise Better Data Management Efficiency (frequency 11) and Enhanced Data Security 
(10) as their primary benefits 

•  Secure Data Sharing (frequency 6) and Improved Transparency (frequency 5) are also important, appearing to be 
secondary concerns, with a slightly lower emphasis compared to efficiency and security. 

Objective 3: To identify the key features and requirements of a blockchain-based healthcare data management 
system that can ensure data integrity, patient privacy, and secure data sharing among stakeholders. 

• A blockchain-based healthcare data management system must prioritize data integrity, secure data sharing, 
and regulatory compliance, while also offering ease of integration with existing systems and user-friendly 
interfaces. By focusing on these areas, healthcare organisations can ensure a resilient, secure, and efficient 
solution for managing sensitive patient data. 

CONCLUSION 

The objectives of this study were threefold. First, it aimed to assess the current challenges and inefficiencies 
in healthcare data management, including data silos, lack of interoperability, and issues with data security and 
privacy. Key obstacles in implementing blockchain-based healthcare systems are primarily related to data security, 
privacy concerns, system inefficiencies, and integration with existing systems, as well as the high cost of 
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implementation. Overcoming these challenges, especially around data privacy and system integration, will be crucial 
for successful blockchain adoption. Second, the study evaluates the potential of blockchain technology to address 
these challenges, focusing on improving security, transparency, and efficiency in healthcare data management. 
Healthcare organizations prioritize enhanced data security and operational efficiency, with secure data sharing and 
transparency viewed as secondary benefits. Finally, the study identifies the key features and requirements for a 
blockchain-based system, emphasizing the importance of data integrity, secure data sharing, regulatory compliance, 
ease of integration with existing systems, and user-friendly interfaces to ensure effective healthcare data 
management. 

RECOMMENDATIONS 

On objective 1, the study recommends that healthcare organisations should  

• prioritise strengthening data security measures 

• address data privacy and compliance risks 

• improve efficiencies in data handling 

• focus on solving interoperability issues 

• simplify technology complexity 

• manage high implementation costs effectively 

• promote cross-departmental collaboration to address data challenges 
Regarding objective 2, the study recommends that healthcare organisations should  

• optimise data management systems 

• strengthen data security protocols 

• balance security and collaboration in data sharing 

• promote transparency with a focus on accountability 

• review and integrate benefits based on organizational goals 
Regarding objective 3, the study recommends that healthcare organisations should  

• ensure robust data integrity 
• facilitate secure data sharing 
• ensure compliance with data protection regulations 
• ensure easy integration with existing healthcare systems 
• develop a user-friendly interface 
• enhance security and privacy 
• scalability and performance optimization 
• establish a governance model 
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